Enhancing Network Data Into Cyber-Physical Data
For Better Attack Detection Performances
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Résumé

Critical systems are an essential component of today’s society, ensuring needs such as wa-
ter distribution or power supply. The modernization effort of these infrastructures through a
general increase in connectedness allows for better efficiency, monitoring, and safety, but also
comes with an increased vulnerability to cyber-attacks. Detecting such cyber-attacks as early
and accurately as possible is a hard task for which machine learning (ML) algorithms show
promising results, leveraging the huge amount of data that network traffic traces constitute.
However, cyber-attack also have measurable impacts on physical systems, but the use of data
from such systems is lacking due to a scarcity of available datasets and analysis tools. The
recent release of cyber-physical datasets, which captured data from both network communi-
cation and physical systems, fills this gap, allowing a joint usage of these two data sources.
This paper provides a multi-layer methodology for detection in cyber-physical systems, by
combining physical and network data and evaluates its gain in detection performances on
multiple ML models.
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